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WHEN IS A BREACH NOTIFIABLE?
A breach is notifiable if it meets the following criteria:

• personal information is lost, or there is 
unauthorised access or disclosure of information 
to a third party;

• the loss, disclosure or access could result in serious 
harm; and

• your business is not able to reduce this harm.

A breach may not be notifiable if the harm is not serious 
or if steps can be implemented to reduce its impact.

NOTIFIABLE DATA BREACH FACTSHEET

WHAT ARE MY REPORTING OBLIGATIONS?

If an NDB occurs, you must report it to the OAIC and any 
affected individuals. The OAIC statement must include:

• a summary of how the breach occurred;

• what data was lost, disclosed or accessed;

• the effect of the breach; and

• your business name and contact details.

Notification to impacted individuals should:

• summarise the events of the breach;

• outline the potential impact; and

• detail the actions you are taking to mitigate any risks.

WHEN IS A DATA BREACH SERIOUS?
Whether a data breach could result in “serious harm” 
depends on the perspective of a “reasonable person”. It 
considers several factors, including:

• whether the harm is financial, physical, psychological 
or reputational; 

• whether the information lost or accessed is sensitive;

• who has obtained or could obtain the information; or

• whether effective security measures were in place to 
protect the information

A notifiable data breach (NDB) occurs when personal data maintained by your business is lost or accessed by an unauthorised 3rd 
party. The NDB Scheme is managed by the Office of the Australian Information Commissioner (OAIC) and applies to businesses 
with an annual turnover of over $3 million, credit reporting bodies, businesses that trade in personal information, health service 
providers, and tax file number recipients.

If the NDB Scheme applies to your business, you must comply with the scheme’s reporting obligations. This factsheet explains what 
a data breach is and when one is serious, your reporting obligations, and limiting an NDB’s impact.

HOW DO I LIMIT A DATA BREACH’S IMPACT?

You can limit the impact of a breach by implementing a 
Data Breach Response Plan. Your plan should set out:

• who in the business is responsible for dealing with 
the breach; and 

• what actions they must take if a breach occurs. 

If a breach occurs, you can limit its impact by:

• recovering lost records; 

• remotely deleting files; 

• shutting down the breached system; and 

• removing certain individuals’ access to the system.


